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Key Takeaway
We found flaws with States’ implementation
Medicaid is still vulnerable
of fingerprint-based criminal background
to being defrauded by
checks for high-risk Medicaid providers.
high-risk providers that
Eighteen States missed the implementation
were not properly screened.
deadline that the Centers for Medicare &
Medicaid Services (CMS) had set, and 13 of
those 18 States had not implemented these checks as of January 1, 2019.
Unscrupulous providers could exploit two loopholes in the provider enrollment
process to enroll in Medicaid without undergoing these checks. The first
loophole involves CMS’s allowing States to—in certain circumstances—forgo
conducting these checks for high-risk providers that Medicare has already
enrolled, even though Medicare has not conducted checks on some providers.
The second loophole involves States’ reliance on providers to accurately report
their ownership information.

Thirteen States had not implemented criminal background checks.

Why OIG Did This Review
An effective provider enrollment
screening process is an important tool
for preventing Medicaid fraud. It
plays a vital role in identifying
unscrupulous providers and
preventing them from enrolling in
Medicaid. The Federal Government
requires States to conduct risk-based
screening activities as part of their
processes for enrolling providers in
Medicaid. The Office of Inspector
General’s (OIG) evaluation of the
Medicaid provider enrollment
screening process in 2016 found that
States were struggling to implement
the required screening activities.
Many States had yet to implement
fingerprint-based criminal
background checks—a screening
activity required for providers that
the Federal Government deems to be
at high risk for fraud, waste, and
abuse.
If not all high-risk providers undergo
criminal background
checks, the Federal and State
Governments are vulnerable to
unscrupulous providers intent on
defrauding the Medicaid program.

How OIG Did This Review
Source: OIG analysis of State survey and interview responses, 2019.

What OIG Recommends and How the Agency Responded
We recommend that CMS (1) ensure that all States fully implement
fingerprint-based criminal background checks for high-risk Medicaid providers,
(2) amend its guidance so that States cannot forgo conducting criminal
background checks on high-risk providers applying for Medicaid that have
already enrolled in Medicare unless Medicare has conducted the checks, and
(3) compare high-risk Medicaid providers’ self-reported ownership information
to Medicare’s provider ownership information to help States identify
discrepancies. CMS concurred with the first recommendation. CMS did not
concur with the second and third recommendations.
Full report can be found at oig.hhs.gov/oei/reports/oei-05-18-00070.asp

We based this study on data from
three sources: (1) a survey of 50 States
and the District of Columbia (States)
requesting information on their
implementation of criminal
background checks and
the challenges they faced;
(2) interviews with officials from 14 of
the 18 States that had not
implemented criminal background
checks by CMS’s July 2018 deadline
for implementing this requirement;
and (3) an interview with officials from
CMS.
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BACKGROUND
Objectives
1.

To determine the extent to which States have implemented
fingerprint-based criminal background checks for high-risk
providers in Medicaid, and
2. To describe the remaining challenges to the implementation of
criminal background checks in Medicaid.

An effective provider enrollment screening process is an important tool for
preventing Medicaid fraud. To protect Medicaid against fraudulent and
abusive providers, Federal laws require that States screen Medicaid
providers according to the risk that the providers pose of committing fraud,
waste, or abuse.1 , 2 State Medicaid agencies conduct risk-based screening
activities for all providers at the time of enrollment and periodically
throughout providers’ enrollment in Medicaid.3 If States do not fully
implement provider enrollment screening activities, Medicaid is at increased
risk of enrolling fraudulent or abusive providers.
In 2016, the Office of Inspector General (OIG) found that many States
struggled to implement the screening activities that the Federal
Government requires them to perform as part of the Medicaid provider
enrollment process. Specifically, OIG found that 37 of the 47 States
surveyed had not yet implemented fingerprint-based criminal background
checks, a screening activity that Federal rules require for all providers
deemed to be high-risk.4 Because criminal background checks are required
for screening only the riskiest providers, full implementation of these checks
is vital to safeguarding the Medicaid program. This report provides
information on the progress that States have made in implementing
criminal background checks since OIG’s 2016 review.

Screening requirements for Medicaid provider enrollment
For the purposes of Medicaid provider enrollment, States must assign
providers to one of three risk categories: high-risk, moderate-risk, or
limited-risk. The screening activities that States must conduct vary
according to the risk category to which a provider is assigned. For all
providers, States must verify licenses and any provider-specific requirements
as well as conduct checks of numerous databases. States also must
conduct a site visit for any high-risk or moderate-risk provider, and
a criminal background check for any high-risk provider.5 Federal rules
require that States conduct fingerprint-based criminal background checks
because fingerprints—as uniquely personal identifying information—are
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necessary for complete access to criminal history records held by State
criminal history repositories and the Federal Bureau of Investigation.6, 7

CMS guidance on implementing criminal background checks
The Centers for Medicare & Medicaid Services (CMS) has provided guidance
to States as to which provider types States must consider high-risk,
although States may classify additional provider types as high-risk at their
discretion. For provider types that exist both in Medicare and Medicaid,
CMS requires States to use either the same risk level that Medicare assigns,
or a higher level.8, 9 Accordingly, State Medicaid agencies must classify as
high-risk (1) newly enrolling home health agencies (HHAs) and (2) newly
enrolling suppliers of durable medical equipment, prosthetics, orthotics, and
supplies (DMEPOS), because CMS considers these provider types as
susceptible to engaging in fraud, waste, and abuse.10
In addition to screening newly enrolling HHAs and newly enrolling DMEPOS
suppliers as high-risk, States must also screen as high-risk some providers
that are already enrolled in Medicaid. States must retroactively screen as
high-risk any HHAs and DMEPOS suppliers that they enrolled between
August 2015—when CMS required States to begin implementing criminal
background checks—and when their respective State processes for criminal
background checks became operational.11 For the purposes of this report,
OIG refers to providers that States must retroactively screen as “lookback
providers.” States must also screen as high-risk any providers with existing
overpayments or payment suspensions.12 All of these providers must
undergo criminal background checks.
Finally, CMS has provided guidance to States as to which individuals
associated with high-risk providers must undergo criminal background
checks. Any person with 5 percent or more direct or indirect ownership
interest in a high-risk provider must undergo a criminal background check.13
Providers must disclose all individuals with an “ownership or control
interest” when submitting their applications for Medicaid enrollment.14 They
must also report any changes in ownership that occur after Medicaid enrolls
them.15
According to CMS guidance, “implementation” of criminal background
checks for high-risk providers means that a State has conducted criminal
background checks on each high-risk provider and owner. Specifically, CMS
stated the following: “Implementation means that the State Medicaid
agency has conducted [a fingerprint-based criminal background check] with
respect to each provider that the agency has designated as ‘high’ risk.”16

CMS monitoring of States’ implementation of criminal background
checks
CMS ultimately required States to implement criminal background checks
for high-risk providers in 2018. CMS’s initial deadline for implementation
was June 2016, but—because of feedback from States to CMS on their
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difficulties in implementing this requirement—CMS delayed the deadline
until July 2017 and then again until July 1, 2018.17 When CMS extended
the deadline the second time in 2017, as many as 40 States had yet to
implement criminal background checks.18
One tool that CMS uses to monitor State compliance with the Medicaid
provider enrollment requirements is the Payment Error Rate Measurement
(PERM) program. CMS uses the PERM program to measure improper
payments on a sample of Medicaid claims for 17 different States every year,
with CMS reviewing each State once every 3 years.19, 20 The PERM program
may identify as improper any sampled claims that States paid in error and
any sampled claims that did not meet all requirements, including
the requirements for Medicaid provider enrollment.21 Importantly, within
a single year, the PERM program identifies only improper payments
that 17 States made to providers that are within the sample of claims.
After July 1, 2018, the PERM program began reviewing whether providers
within the sample of claims had undergone criminal background checks.22
The PERM program may identify as overpayments any payments within
the sample that States made to providers that had not undergone criminal
background checks.23 States must return to CMS the Federal portion of
overpayments.24 The first PERM review that could include findings on
States’ implementation of criminal background checks would be in 2020.25

Steps for implementing criminal background checks
To implement criminal background checks at the State level, States should
complete the steps in Exhibit 1, below.26
Exhibit 1: States should complete these steps to implement criminal
background checks.

Source: OIG review of CMS, 2016 Sub Regulatory Guidance on Fingerprint-based Criminal Background
Checks and the Medicaid Provider Enrollment Compendium, 2018.27
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Implementing criminal background checks at the State level entails some
preliminary work by States. States may need to do some or all
of the following:




pass State legislation,
determine the criminal convictions and histories that will
disqualify a provider from enrolling in Medicaid,28, 29 and
develop a system for submitting fingerprints to State law
enforcement and obtaining the results of criminal background
checks.

Criminal background checks on providers enrolled in Medicare
To help States achieve implementation and to reduce the administrative
burden on States and on providers, CMS permits States to simplify
the enrollment process for high-risk providers that Medicare has already
enrolled.30, 31 For providers enrolled in Medicare, CMS permits States to rely
on Medicare’s enrollment screening results instead of duplicating the
criminal background check at the State level. However, in certain
circumstances, CMS permits States to forgo conducting the criminal
background check on high-risk providers enrolled in Medicare, regardless of
whether Medicare’s enrollment records show a result for the background
check.32, 33 This means that States can forgo conducting a criminal
background check for a high-risk provider that is already enrolled in
Medicare, even when Medicare has not yet conducted a background check
for that provider.34

Related OIG work
This report builds on OIG’s extensive body of work on provider enrollment.
Although enhancements to the provider enrollment screening process have
strengthened Medicaid program integrity, OIG has found that outstanding
vulnerabilities have persisted.







In 2013, OIG found that CMS’s system for Medicare enrollment data
was incomplete and often inaccurate.35
In 2016, OIG found that implementation of enhanced screening
activities for provider enrollment in Medicaid and Medicare—
including site visits and criminal background checks—was
incomplete.36, 37
In 2016, OIG found that CMS’s data and State Medicaid agencies’
data on provider ownership—recorded for provider enrollment—
often did not match.38, 39
In 2016, OIG found that 43 State Medicaid agencies did not collect
all ownership information and 33 States did not verify the accuracy
of ownership information.40

Since OIG’s 2016 work on provider enrollment, CMS has taken several steps
to assist States in implementing criminal background checks in Medicaid.
Specifically, CMS has provided updated guidance, technical assistance, and
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training, and has offered onsite visits to review procedures. However, CMS
has not fully implemented any of OIG’s recommendations from
the 2016 report on Medicaid provider enrollment.41 Further, CMS has not
implemented one recommendation from OIG’s 2016 report on provider
ownership information: the recommendation for it to require State Medicaid
programs to verify the completeness and accuracy of the ownership
information that providers self-report.42

Methodology
For this status update, we collected and analyzed information from CMS,
all 50 States, and the District of Columbia. We included all States and
the District of Columbia in our study to ensure that we had the most current
status on States’ implementation of criminal background checks and
the most up-to-date information about States’ challenges with
implementation. The data for this study came from three sources: a survey
to which 48 States responded; followup emails to the subset of States that
had not implemented the checks at the time of our survey (May 2018), and
structured interviews with 14 of the 18 States that had not implemented
the checks by the deadline for them to do so (July 2018). We conducted
one final round of followup in December 2018 to update States’
implementation status as of January 1, 2019. We also conducted
a structured interview with CMS in July 2018.
Appendix A provides a detailed methodology.

Standards

We conducted this study in accordance with the Quality Standards for
Inspection and Evaluation issued by the Council of the Inspectors General on
Integrity and Efficiency.
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FINDINGS
Thirteen States had
not implemented
fingerprint-based
criminal background
checks for high-risk
Medicaid providers
as of January 2019

Not all States have implemented fingerprint-based criminal background
checks for high-risk providers in Medicaid. As of July 1, 2018—CMS’s
ultimate deadline for implementation—18 States reported that they had not
implemented these checks. By January 1, 2019, 5 of those 18 States had
implemented criminal background checks, but the other 13 States had not.43
Further, three States did not report their implementation status to OIG
despite several OIG attempts to obtain this information, and their
implementation status is unknown.44
After the July 2018 deadline for States to implement the required
background checks, CMS could consider as overpayments any payments
that States have made to high-risk providers that had not undergone
a criminal background check.45, 46 States must return to CMS the Federal
share of overpayments related to noncompliance with provider enrollment
requirements, including the requirements related to criminal background
checks.47 For each State’s specific status, see Exhibit 2, below.
Exhibit 2: Thirteen States had yet to fully implement criminal
background checks as of January 1, 2019

Source: OIG analysis of State survey and interview responses, 2019.

The 13 States that had not implemented criminal background checks by
January 1, 2019, varied as to when they anticipated implementing them.
Nine States reported that they anticipated doing so by the end of 2019,
one State reported that it anticipated doing so in 2020, and three States
reported that they did not know when they would implement the checks.
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The 13 States that had not implemented the checks by January 1, 2019, also
varied as to the progress they had made toward full implementation.
Five of the 13 States had not collected fingerprints from any of their
providers. The remaining eight States had conducted criminal background
checks for at least some of their high-risk providers. For more details
regarding States’ progress toward implementation, see Exhibit 3, below.
Exhibit 3: Five States had not collected fingerprints, and eight States
had not completed all required steps for implementation.

Source: OIG analysis of State survey and interview responses, 2018.

Startup challenges had prevented five States from collecting
fingerprints
The five States that had not collected fingerprints reported that they had
not done so because they faced startup challenges. The most common
challenges that these five States reported included lack of authority; lack of
resources; and delays in determining which criminal convictions and
histories should disqualify providers from enrolling in Medicaid. These
startup challenges prevented States from collecting fingerprints from their
high-risk providers.
Challenge 1: Lack of authority at the State level. Three of the five States
reported that they needed executive or legislative authority before they
could collect fingerprints. In one case, the State’s Governor would not grant
the necessary authority, preventing the State Medicaid agency from
collecting fingerprints from providers. In another case, the State was unable
to proceed because State law enforcement could not collect and process
fingerprints for Medicaid providers without State legislation.
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Lack of authority also hindered these States in obtaining money for
fingerprint collection and processing. These States reported that to achieve
implementation, they needed to hire new staff or contractors, and to make
those hires, they needed legislation. For example, one State’s staff reported
that CMS had authorized funding for the State to implement criminal
background checks, but the funding had been intended as matching
funding and the State contribution did not yet exist because it required
legislation.
Challenge 2: Lack of resources. One of the five States indicated that a lack
of resources delayed or stopped it from developing a State process to
collect fingerprints. This State reported that it did not have enough staff to
implement criminal background checks.
Challenge 3: Delays in determining disqualifying criminal histories. One
of the five States had not collected fingerprints because of delays in
determining which criminal convictions and histories should disqualify
providers from enrolling in the State’s Medicaid program. Before States can
evaluate the results of providers’ criminal background checks and make
enrollment determinations, they must first establish criteria for disqualifying
criminal convictions and histories.48 According to staff in this State, provider
concerns about beneficiary access to care forced the State to revise its
criteria, causing this delay.

The eight remaining States had moved beyond the startup phase,
but they had not completed all required steps for implementing
criminal background checks
Eight States had completed the required steps for implementing criminal
background checks for some providers, but not all providers. In general,
these States varied in the extent of their implementation. Some States had
providers that still needed to submit fingerprints, while others had nearly
finished implementing criminal background checks but did not have results
for some providers.
Two of the eight States faced residual delays resulting from lack of
resources and lack of authority. One State—initially delayed because it
lacked the necessary authority—had collected fingerprints from its providers
but had not received criminal background check results from the Federal
Bureau of Investigation for some providers. Another State reported that it
had notified providers and had begun collecting fingerprints, but it faced
delays because it is one of the largest Medicaid programs in the country
and had approximately 600 providers that required criminal background
checks.
Three of the eight States had collected fingerprints for all high-risk providers
that were newly enrolled in their respective Medicaid programs, but not for
existing enrolled providers that needed a criminal background check. Two
of these three States had not conducted criminal background checks for
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OEI-05-18-00070

8

“lookback providers,” while one State had not conducted criminal
background checks for providers with overpayments. These three States
reported that they were in the process of obtaining the resources needed to
conduct criminal background checks for these providers.
Three of the eight States reported relying on Medicare enrollment results
for all or most of their providers but also reported that they had not
implemented background checks. One State reported that it had high-risk
providers that were not enrolled in Medicare and that it needed to conduct
criminal background checks on these providers. Another State reported
that it was waiting for the Medicare enrollment results for seven providers
and that it had not implemented background checks. The third State
reported that it had nearly completed all steps but had not documented
the results of criminal background checks in its provider enrollment
records—a step that is necessary for demonstrating to Federal authorities,
such as CMS, that a provider has undergone a criminal background check.49

Loopholes enable
high-risk providers
to enroll in
Medicaid without
undergoing criminal
background checks

States reported that even when they have fully implemented
fingerprint-based criminal background checks, high-risk providers can enroll
in Medicaid without undergoing the required criminal background checks.
This results from two loopholes in the provider enrollment process:
(1) CMS’s permitting States to forgo conducting criminal background
checks, in certain circumstances, for high-risk providers applying to
Medicaid that Medicare has already enrolled, regardless of whether
Medicare has conducted a fingerprint-based criminal background check;
and (2) the ease with which high-risk providers can conceal owners who
must undergo fingerprint-based criminal background checks. For the
provider enrollment screening process to function as a fully effective
program integrity safeguard, all high-risk providers should submit
fingerprints and undergo criminal background checks. Unscrupulous
providers could exploit these enrollment loopholes to enroll in Medicaid
without undergoing criminal background checks and defraud the program.

CMS permits States to forgo conducting criminal background
checks on high-risk providers applying to Medicaid that Medicare
has already enrolled, regardless of whether Medicare has
conducted a background check
In its guidance to States, CMS permits States to forgo conducting criminal
background checks on providers that Medicare has already enrolled. As this
report has previously mentioned, this is meant to reduce the administrative
burden on States and on providers. However, CMS permits States to do this
for providers that Medicare has enrolled as high-risk, even when Medicare
has not conducted a criminal background check on the provider as part of
its enrollment screening.50, 51 CMS staff reported that Medicare has yet to
conduct criminal background checks on approximately 1,000 high-risk
providers, and that Medicare will not conduct criminal background checks
for these high-risk providers until 2020 or later.
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CMS staff reported that although Medicare has not conducted
fingerprint-based criminal background checks for these providers, CMS uses
its Advanced Provider Screening (APS) system to monitor a variety of
databases that might indicate whether a provider has a criminal history.
APS is a useful tool; however, it is not equivalent to a criminal background
check that uses a fingerprint—uniquely personal identifying information—
and APS may not catch instances in which a provider with a criminal history
alters his or her name or other personal information. Fingerprints are
necessary for the positive identification of providers with criminal history
records in repositories maintained by States and the Federal Bureau of
Investigation.52 Name-based background checks are subject to errors—
false negatives—that could permit a provider with a disqualifying criminal
history to enroll.53 The use of fingerprints eliminates these errors.54
Forty-four States reported that they rely on Medicare enrollment results for
providers that Medicare has already enrolled. These States may have
enrolled any of the approximately 1,000 high-risk Medicare providers—
without either Medicaid’s or Medicare’s having conducted fingerprint-based
criminal background checks—because CMS gave States permission to rely
on Medicare enrollment results, regardless of whether Medicare has
conducted the criminal background check. This loophole could result in
unscrupulous high-risk providers’ being able to enroll in Medicaid without
undergoing fingerprint-based criminal background checks, posing a threat
to the program.

High-risk providers can conceal owners who require criminal
background checks
States rely on providers to truthfully disclose all owners so that States know
which individuals should undergo a criminal background check. The Federal
rules require providers to disclose—and require States to collect fingerprints
from—individuals whose ownership interest, either direct or indirect, in
high-risk providers is 5 percent or greater.55, 56 The Federal rules also
require States to deny or terminate the enrollment of any provider that has
an owner with a disqualifying criminal conviction.57 Providers disclose their
owners to States when submitting their enrollment applications and must
report any changes in ownership that occur throughout their enrollment.58
In past work, OIG found that 43 States did not collect on their enrollment
applications information on all individuals with an ownership interest in their
providers and that 32 States did not verify the accuracy of providers’
self-reported ownership information, making it possible for unscrupulous
providers to conceal owners with criminal histories and avoid detection by
States.59 If high-risk providers conceal owners and States have no way to
detect these owners, a provider with an owner who has a disqualifying
criminal history could enroll in Medicaid.
States and CMS have worked together to correct gaps on States’
applications for Medicaid provider enrollment, but they face limits in
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verifying the accuracy of providers’ self-reported ownership information.
Specifically, States and CMS lack an independent system for detecting
whether providers’ self-reported ownership information is accurate, and
thus they cannot be certain that they have conducted criminal background
checks on all individuals with an ownership interest in high-risk providers. In
past work, OIG found that the States that did verify accuracy of ownership
information used a variety of data to do so, including Federal and State
databases, business documents, online searches, and site visits.60 However,
these separate activities do not represent a shared solution to this problem,
and nine States reported in 2018 that they still lack the capability to identify
owners whom providers failed to report on their enrollment applications or
purposefully concealed. In July 2018, CMS staff stated that CMS also lacks
the capability to verify the accuracy of ownership information that providers
self-report, revealing that this problem extends beyond those nine States.
Because States and CMS lack this capability and because provider
ownership information is self-reported, States and CMS have no way to
conclusively verify that providers are being truthful in their disclosures of
their owners.
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CONCLUSION AND RECOMMENDATIONS
CMS and States have made progress in implementing fingerprint-based
criminal background checks—increasing from the 10 States in our 2016
report to the 35 States that reported implementation for this review—but
despite this progress, 13 States had still not fully implemented these checks
as of January 1, 2019. In addition, loopholes in the provider enrollment
process exist that enable high-risk providers to enroll in Medicaid without
first undergoing criminal background checks because (1) CMS permits
States, in certain circumstances, to forgo conducting the criminal
background check on high-risk providers applying to Medicaid that
Medicare has already enrolled, regardless of whether Medicare has
conducted criminal background checks on these providers; and (2) high-risk
providers could conceal owners who must undergo criminal background
checks, and States and CMS might be unable to detect this concealment.
Until these concerns are addressed, unscrupulous providers and their
owners might avoid undergoing criminal background checks as part of their
enrollment in Medicaid, posing a threat to the program.
OIG reiterates its unimplemented recommendations that CMS should assist
States in implementing provider enrollment screening activities for all
Medicaid providers.61, 62 In particular, OIG reiterates its unimplemented
recommendations that CMS should ensure the accessibility and
completeness of the results of Medicare’s provider enrollment screenings so
that States can rely on these screening results rather than duplicating them
at the State level.63 In addition, OIG recommends that CMS:

Ensure that all States fully implement fingerprint-based
criminal background checks for high-risk Medicaid providers
CMS should ensure that all States fully implement criminal background
checks, and CMS should use the authorities at its disposal—including
financial disallowances—to prompt compliance. By “full implementation,”
OIG means that all States would have conducted criminal background
checks for all high-risk providers according to the definition of
“implementation” that CMS has articulated.64
CMS should use all available compliance tools, as necessary, to ensure
compliance. OIG understands that CMS‘s plan is to use the PERM review—
which examines a sample of claims—as a method of monitoring the degree
of States’ compliance with the provider enrollment requirements. CMS
should also use the PERM review to designate as overpayments any
sampled payments made to high-risk providers that did not undergo
criminal background checks, and CMS should recover the Federal share of
those payments. However, the PERM review operates on a cycle, and it
examines only 17 States each year. Because the PERM program will not
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effectively gauge compliance for all States in a timely way, CMS could also
use other tools to ensure compliance. For example, CMS could require
a State to develop a corrective action plan if CMS deems the State to be
substantially out of compliance with the requirements for Medicaid provider
enrollment screening.

Amend its guidance so that States cannot forgo conducting
criminal background checks on high-risk providers applying to
enroll in Medicaid that are already enrolled in Medicare unless
Medicare has conducted the checks
CMS should amend its guidance to States so that they cannot forgo
conducting criminal background checks on prospective high-risk providers
that are already enrolled in Medicare unless the provider record in
Medicare’s enrollment system shows a result for a criminal background
check. Failure to conduct such checks leaves Medicaid vulnerable to
unscrupulous providers that may use Medicare’s delay in fully implementing
criminal background checks as an opportunity to avoid detection and
defraud the Medicaid program.
OIG recognizes that CMS uses the APS system to monitor Medicare
providers for criminal histories. However, the APS system is a name-based
background check, and unscrupulous providers and their owners could alter
their names or other personal information to avoid detection by it.
In contrast, a fingerprint-based criminal background check relies on
fingerprints—uniquely personal identifying information—and thus
eliminates the errors associated with name-based background checks.
Further, fingerprints are necessary for complete access to the criminal
history records held by State criminal history repositories and the Federal
Bureau of Investigation.

Compare high-risk Medicaid providers’ self-reported ownership
information to Medicare’s provider ownership information
to help States identify discrepancies
CMS should work with States to determine whether the self-reported
ownership information from high-risk providers is consistent across
Medicaid and Medicare. CMS should do this by requesting that States
submit to CMS the ownership information for their high-risk Medicaid
providers. CMS should then systematically compare this State-provided
ownership information to the ownership information that CMS has on file
for providers enrolled in Medicare. When CMS finds discrepancies
between the two for a provider, it should report back to the relevant State(s)
and both CMS and the State(s) should work together to resolve
discrepancies.
To do this comparison, CMS would need to obtain from States
the self-reported ownership information for their high-risk Medicaid
providers. However, CMS has indicated that it may not have the authority
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to compel States to submit such information. If that is the case, OIG
recommends that CMS consider seeking legislative authority, to the extent
necessary. However, even if CMS lacks the authority to compel States to
submit such information, OIG recommends that—as a prudent program
integrity practice—CMS ask States to provide it with this information.
Implementing this recommendation would create a shared system for States
and CMS to systematically identify high-risk providers that falsify or omit
owners on their enrollment applications, effecting greater consistency of
providers’ self-reported ownership information across both Medicaid and
Medicare.
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AGENCY COMMENTS AND OIG RESPONSE
CMS concurred with our first recommendation. CMS noted that its technical
assistance and guidance to States has resulted in most States’
implementing fingerprint-based criminal background checks. CMS stated
that it is working with the remaining States to implement these checks. We
commend CMS for this progress and support its continued efforts to work
with States on implementing these checks.
CMS did not concur with our second recommendation. CMS noted that it
allows States to forgo conducting fingerprint-based criminal background
checks on providers that Medicare has enrolled as high-risk even when
Medicare has not completed those background checks. CMS stated that it
is in the process of procuring a contractor to conduct criminal background
checks on all remaining Medicare providers. CMS believes this approach is
the most effective and least burdensome strategy it can use to ensure that
providers are appropriately screened.
OIG and CMS share the same program integrity goal of ensuring that all
high-risk providers enrolled in Medicare and Medicaid have undergone
criminal background checks. With this common goal in mind, we continue
to recommend that CMS amend its guidance as a temporary measure until
all Medicare providers are being fully screened, including undergoing
criminal background checks. If CMS does not make changes to its
guidance, the loophole discussed in this report—allowing high-risk
Medicare providers to enroll in Medicaid without a fingerprint-based
criminal background check in either program—will persist at least until
2020, when CMS will procure the contract to conduct criminal background
checks on the remaining Medicare providers.
CMS did not concur with our third recommendation. CMS stated that many
States collect providers’ self-reported ownership information using paper
records. CMS believes exchanging paper records to implement this
recommendation would be a burden both on States and on CMS. However,
CMS said that it would request that States with electronic records take
advantage of the data matching service that CMS offers, which can identify
discrepancies in providers’ self-reported ownership information between
Medicare and Medicaid.
We continue to recommend that CMS compare the self-reported ownership
information for high-risk Medicaid providers to the ownership information
that Medicare has on file, but we also acknowledge CMS’s concerns about
doing so for States that maintain paper records. To address the intent of
the recommendation in a way that does not lead to undue burden for
States and CMS, CMS could start by doing these comparisons for all States
that maintain electronic records and add States as they convert from paper
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to electronic records. CMS could also direct States with paper records that
it is their responsibility to compare their records against the ownership
information that Medicare has on file, which they can access through
CMS’s Provider Enrollment Chain and Ownership System.
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APPENDIX A: Detailed Methodology
Methodology

Scope
We included all 50 States and the District of Columbia in our study to
ensure that we had accurate numbers on implementation and the most
up-to-date information about States’ challenges.

Data Sources and Collection
The results for this study came from three data sources: a survey to all
States, followup emails and phone calls to a subset of States, and structured
interviews with 14 of the 18 States that had not implemented
fingerprint-based criminal background checks by the required deadline
(July 2018). We also conducted a structured interview with CMS in July 2018.
Survey to States. We used the survey (a) to ask States the extent to which
they had implemented criminal background checks and (b) to identify
remaining challenges that were preventing them from implementing
criminal background checks and any solutions to these challenges. We
sent the survey to States in May 2018. Forty-eight States responded. The
three States that did not respond could not complete the survey by the OIG
submission deadline because (a) State staff in two of the States were not
available, and (b) a statewide emergency in one of the States. We followed
up with at least two emails and two phone calls before considering these
States as nonrespondents.
In our survey, we asked States the extent to which they had implemented
criminal background checks. First, we asked States to indicate which
of the four steps of implementation they had completed as of April 15, 2018,
for newly enrolling high-risk providers. We then asked States which steps
they had completed as of April 15, 2018, for high-risk providers enrolled
after August 1, 2015 (known as “lookback providers”). When States indicated
that they had not yet implemented criminal background checks for a group
of providers, we prompted them to enter an anticipated implementation
date for that group.
Next, we asked States to report their challenges to implementation. We
asked States to select—from a closed-ended list that we provided—the best
explanation for their challenges to implementation. We created the list
using challenges that States had reported in OIG’s provider enrollment
report from 2016. States also had the opportunity to explain unique and/or
new challenges that were preventing them from implementing background
checks.
Finally, we asked States about solutions to their challenges in implementing
criminal background checks. We requested this information both from
States that had implemented the checks and those that had not. We asked
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States to explain solutions they used (for those that had implemented
the checks) or that they planned to use (for those that had not implemented
the checks).
Followup Emails to a Subset of 22 States. To ensure we had the most
recent data from States, we did two rounds of followup with the 22 States
that had not implemented criminal background checks at the time of our
survey in May 2018. We conducted our first round of followup generally
within 7 business days of the July 1, 2018, deadline that CMS required for
implementation of these checks. At that time, 4 of the 22 States indicated
that they had met the deadline, leaving 18 States that had not implemented
criminal background checks by CMS’s deadline.
From November 29, 2018, to December 27, 2018, we conducted a second
round of followup with the 18 States that had not met CMS’s deadline. We
contacted States twice via email and twice by phone. We asked States
whether they had implemented criminal background checks. If they had
not, we asked for an update on their progress and for the approximate date
when they would implement the checks. We explained to States that if they
did not respond, we would consider their reported implementation status
from July 2018 to still be current as of January 1, 2019. Of the 18 States,
17 provided information on their implementation status, and 4 of these
States had implemented criminal background checks. One of the 17 States
did not provide information, and we did not update the implementation
status for that State.
Structured Interviews with States. We conducted structured interviews
with 14 of the 18 States that had not implemented criminal background
checks as of July 2018 to (a) clarify how many of the 4 required steps they
had completed and (b) gain context and greater insight into the specific
challenges these States faced and their planned solutions. We selected
States that reported in our survey an implementation date beyond CMS’s
deadline of July 1, 2018, and those States that we learned in our email
followup had missed the deadline of July 1, 2018. For four States that had
not implemented background checks, we were unable to conduct interviews
because they did not respond to our request for an interview or because of
time constraints. We conducted these interviews in May, June, and
July 2018.
Structured Interview with CMS. To clarify CMS’s guidance on requirements
for criminal background checks, we conducted a structured interview with
CMS staff responsible for provider enrollment. We conducted this interview
in July 2018.

Data Analysis
We analyzed survey and interview responses to understand States’ progress
toward implementation. First, we reviewed survey responses to understand
States’ implementation status, challenges, and solutions. To determine
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States’ implementation status, we evaluated States’ survey and interview
responses to determine whether they would complete the four steps of
implementation outlined in CMS guidance by the deadline of July 1, 2018.
We also evaluated States’ survey and interview responses to determine
whether they completed the four steps for the three groups of providers for
which they were required to complete criminal background checks: newly
enrolling high-risk providers, “lookback” high-risk providers enrolled after
August 2015, and high-risk providers with existing overpayments.
After determining States’ respective statuses for implementing criminal
background checks, we reviewed CMS’s and States’ interview responses to
gain greater insight into the challenges faced by States that had not
implemented the checks. In some cases, we identified through our
interviews additional challenges that States had not cited in their surveys. In
our analysis, we identified current challenges to implementation as well as
issues that States and CMS raised as program integrity concerns going
forward.

Limitations
It is possible that—as a result of our data collection methods—we
underestimated the number of States that had not implemented
fingerprint-based criminal background checks. Our analysis relied on
self-reported data, which we did not independently verify for each State; we
corroborated our survey results only for States that reported not having
implemented the checks. In addition, we may have underestimated
the number of States struggling to identify providers with a high-risk status
that resulted from existing overpayments. We did not specifically request
this information in our survey, but some States reported it on the survey
as a barrier to implementation.
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APPENDIX B: Agency Comments
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ABOUT THE OFFICE OF INSPECTOR GENERAL
The mission of the Office of Inspector General (OIG), as mandated by Public
Law 95-452, as amended, is to protect the integrity of the Department of
Health and Human Services (HHS) programs, as well as the health and
welfare of beneficiaries served by those programs. This statutory mission is
carried out through a nationwide network of audits, investigations, and
inspections conducted by the following operating components:

Office of Audit
Services

The Office of Audit Services (OAS) provides auditing services for HHS, either
by conducting audits with its own audit resources or by overseeing audit
work done by others. Audits examine the performance of HHS programs
and/or its grantees and contractors in carrying out their respective
responsibilities and are intended to provide independent assessments of
HHS programs and operations. These assessments help reduce waste,
abuse, and mismanagement and promote economy and efficiency
throughout HHS.

Office of Evaluation
and Inspections

The Office of Evaluation and Inspections (OEI) conducts national evaluations
to provide HHS, Congress, and the public with timely, useful, and reliable
information on significant issues. These evaluations focus on preventing
fraud, waste, or abuse and promoting economy, efficiency, and
effectiveness of departmental programs. To promote impact, OEI reports
also present practical recommendations for improving program operations.

Office of
Investigations

The Office of Investigations (OI) conducts criminal, civil, and administrative
investigations of fraud and misconduct related to HHS programs,
operations, and beneficiaries. With investigators working in all 50 States
and the District of Columbia, OI utilizes its resources by actively
coordinating with the Department of Justice and other Federal, State, and
local law enforcement authorities. The investigative efforts of OI often lead
to criminal convictions, administrative sanctions, and/or civil monetary
penalties.

Office of Counsel to
the Inspector
General

The Office of Counsel to the Inspector General (OCIG) provides general
legal services to OIG, rendering advice and opinions on HHS programs and
operations and providing all legal support for OIG’s internal operations.
OCIG represents OIG in all civil and administrative fraud and abuse cases
involving HHS programs, including False Claims Act, program exclusion, and
civil monetary penalty cases. In connection with these cases, OCIG also
negotiates and monitors corporate integrity agreements. OCIG renders
advisory opinions, issues compliance program guidance, publishes fraud
alerts, and provides other guidance to the health care industry
concerning the anti-kickback statute and other OIG enforcement authorities.

