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The mission of the Office of Inspector General (O1G), as mandated by Public Law 95-452, as
amended, is to protect the integrity of the Department of Health and Human Services (HHS)
programs, as well as the health and welfare of beneficiaries served by those programs. This
statutory mission is carried out through a nationwide network of audits, investigations, and
inspections conducted by the following operating components:

Office of Audit Services

The OIG's Office of Audit Services (OAS) provides all auditing services for HHS, either by
conducting audits with its own audit resources or by overseeing audit work done by others.
Audits examine the performance of HHS programs and/or its grantees and contractors in
carrying out their respective responsibilities and are intended to provide independent
assessments of HHS programs and operations in order to reduce waste, abuse, and
mismanagement and to promote economy and efficiency throughout the department.

Office of Evaluation and | nspections

The OIG's Office of Evaluation and Inspections (OEI) conducts short-term management and
program evaluations (called inspections) that focus on issues of concern to the department, the
Congress, and the public. The findings and recommendations contained in the inspections
reports generate rapid, accurate, and up-to-date information on the efficiency, vulnerability, and
effectiveness of departmental programs.

Office of I nvestigations

The OIG's Office of Investigations (Ol) conducts criminal, civil, and administrative
investigations of allegations of wrongdoing in HHS programs or to HHS beneficiaries and of
unjust enrichment by providers. The investigative efforts of Ol lead to criminal convictions,
administrative sanctions, or civil monetary penaties. The Ol also oversees state Medicaid fraud
control units, which investigate and prosecute fraud and patient abuse in the Medicaid program.

Office of Counsel to the Inspector General

The Office of Counsel to the Inspector General (OCIG) provides genera legal servicesto OIG,
rendering advice and opinions on HHS programs and operations and providing al lega support
in OlG'sinternal operations. The OCIG imposes program exclusions and civil monetary
penalties on health care providers and litigates those actions within the department. The OCIG
also represents OIG in the global settlement of cases arising under the Civil False Claims Act,
develops and monitors corporate integrity agreements, develops model compliance plans,
renders advisory opinions on OIG sanctions to the health care community, and issues fraud
alerts and other industry guidance.




EXECUTIVE SUMMARY

OBJECTIVE

To determine if United States territories with Medicaid programs expect to comply with the
electronic data transaction standards and code sets under the Hedlth Insurance Portability and
Accountability Act (HIPAA) by October 2003.

BACKGROUND

The purpose of Title I of HIPAA isto improve the efficiency of the hedth care system by
establishing standards to facilitate the eectronic transmission of data between providers and
payers. Electronic datainterchange (EDI) can diminate the inefficiencies associated with
handling paper documents. It can reduce adminigtrative costs and improves overal data quality
for transactions, such as hedth care payments and coordination of benefits.!

In accordance with the provisons of Title Il of HIPAA, the Secretary of Health and Human
Services has promulgated regulations mandating the use of specific sandards for eight different
types of dectronic transactions and medica code sets. According to the regulations, Medicaid
agencies and other covered entities that filed an extenson must implement the standards by
October 16, 2003.

FINDINGS

We conducted telephone interviews with officials from the five territories with Medicaid
programs. Four of the five territories report that they will not be fully compliant with the
electronic transaction standards and code sets, and they will not meet the October 2003,
implementation date. The most sgnificant barriers for the territories are the lack of financid and
technical resources. Sincetheterritories federal Medicaid funds are capped, they were
indigible for additiond federd financid participation funds to implement the eectronic
transaction standards.

Territories have not developed compliance strategies

None of the territories has developed a compliance strategy. Territories have considered

165 F.R. 50312 (August 17, 2000).
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dterndives but have not moved forward with implementation plans, due to the lack of funding
to convert to the eectronic transaction standards and code sets.

Because they lack the funds, territories have not developed sequence planning
and testing protocols

Neither the federa government nor the territorial governments have dlocated funds for
compliance. Therefore, the territories lack the funding to acquire the technical resources
needed to develop their implementation strategies.

CONCLUSION

Oneteritory may be in compliance if its legidature alocates funds designated to implement the
HIPAA transaction standards and code sets. According to territory officids, limited funding
and the lack of technica resources will prevent the remaining four territories from meeting any
of the transaction standards by October 2003.
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INTRODUCTION

OBJECTIVE

To determineif United States territories with Medicaid programs expect to comply with the
electronic data transaction standards and code sets under the Health Insurance Portability and
Accountability Act ( HIPAA) by October 2003.

BACKGROUND

Congress indtituted significant reforms to the hedlth care industry with the passage of HIPAA.
Title| of HIPAA assures the availability and portability of hedth care insurance coverage, while
Title Il creates aregulatory framework focused on improving the efficiency of the hedth care
system by establishing standards to facilitate the electronic transmission of data between
providers and payers. The god isto create a seamless trandfer of data with limited manual
intervention.

Administrative Simplification

Under Title 11, Subtitle F (Adminigtrative Smplification), the Secretary of Hedlth and Human
Services has the authority to: (1) mandate the use of stlandards for the el ectronic exchange of
hedlth care data; (2) specify what medica and administrative code sets should be used, (3)
require the use of nationd identification systems, and (4) specify the types of measures required
to protect the security and privacy of persondly identified hedth care information.

Electronic Transactions and Code Sets

Electronic datainterchange (EDI) is the eectronic transfer of information in a standard format
between trading partners.? The EDI substantially reduces the handling and processing time
compared to paper transactions. The EDI can diminate the inefficiencies of handling paper
documents by reducing the adminigtrative burden, lowering operating costs, and improving
overdl dataqudlity.®

2Tradi ng partners are external entities, such as hospitals, physicians, dentists, nursing homes, and other
Medicaid providers with whom the Medicaid agency does business.

365 F.R. 50312 (August 17, 2000).
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Transactions are the exchange of information between two partiesto carry out financid or
adminigrative activities related to hedth care. The standards for eectronic transmission of each
of the transactions are codified in the Code of Federa Regulations (45 CFR Parts 160 and
162). The rule provides standards for eight types of electronic transactions:

> hedlth care clams or equivaent encounter informetion,
> hedlth care payments and remittance advice,

> coordination of benefits,

> hedlth care claim status,

> enrollment and disenrollment in a hedth plan,

> digibility for ahedth plan,

> hedlth plan premium payments, and

> referrd certification and authorization.

The rule aso contains requirements concerning the use of standardized code sets, such as
tables of terms, medica concepts, medica diagnostic codes, or medica procedure codes used
to encode data e ements in the transaction. The code set includes the codes and the descriptors
of the codes.* The following code sets have been adopted:

> Internationa Classfication of Diseases-9-Clinica Modifications (ICD-9-CM), volumes
1,2,and 3,

> Combination of Hedlth Care Financing Administration Common Procedure Coding
System (HCPCS) and Current Procedura Terminology-4 (CPT- 4), for physicians and
other hedlth services,

> HCPCSfor dl other items,

> Nationa Drug Codes (NDC) or HCPCS for prescription drugs, and

> Common Treatment for Dentists-2 (CTD-2) for dental services.

Covered entities, defined as providers, clearinghouses, and hedlth plans that use the eectronic
exchange of hedlth information as part of their business, will be required to adopt these
sandards. Medicaid agencies are defined as hedth plans under Titlell. The compliance date
for thisrule (45 CFR Parts 160 and 162) was originaly October 16, 2002. The Adminigtrative
Simplification Compliance Act, Sgned into law on December 27, 2001, extends the compliance
date by one year to October 16, 2003. The extension gpplies only to those covered entities
that filed an extenson with the Centers for Medicare & Medicaid Services (CMS) by October
16, 2002. According to CMS officids, dl five territories with Medicaid programs have filed
extensons. Therefore, October 2003, is the effective compliance date for the territories.
Because the implementation date is severd months away, sandards have not yet been
developed to measure compliance.

445 CFR §160.1002
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METHODOLOGY

Thisisone of severd ingpections that the OIG is conducting to determine the expected leve of
readiness for compliance by October 2003. After receiving input from CMS officidsin the
Centers for Medicaid and State Operations (CM SO), we developed a standardized telephone
questionnaire to gather information from the Medicaid program officids responsible for
implementing HIPAA dectronic transactions and code s&ts.

We conducted telephone surveys of the Medicad directors for the five territories, HIPAA
coordinators, and/or their staff between October 1 and October 31, 2002.

We questioned the officias about the leve of readinessin four broad aress:

v

v
v

v

assessment and awareness activities, for example, which programs and functions are
being affected by the regulations;

barriers that have impeded or are current obstacles to achieving compliance;
compliance drategies, such as sequencing and testing plans that are being used for
implementation in the Medicaid program; and

contingency planning.

The ingpection was conducted in accordance with the Quality Standards for Inspections
issued by the Presdent’s Council on Integrity and Efficiency.
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FINDINGS

We conducted telephone interviews with officids from the five territories with Medicaid
programs. Four of the five territories report that they will not be in compliance with the
electronic transaction standards and code sets, and they will not meet the October 2003,
implementation date. The most Sgnificant barriers for the territories are the lack of financid and
technical resources. Sincethe territories federal Medicaid funds are capped, they were
indigible for additiona federd financid participation funds to implement the eectronic
transaction standards.

Territories have not developed compliance strategies

None of the five territories have developed a compliance strategy. One territory is consdering
a contract with a clearinghouse until it can make mgor conversonsin itsterritorid data
processing system. Another territory is consdering atrandator or a clearinghouse, depending
on the avallability of funds. One territorid officid stated thet the territories could easily
implement the transaction standards and code sets using a persond computer program, if CMS
would develop it. Only one of the territories anticipates that it will be able to coordinate
payments with a compliant Medicare system for crossover beneficiaries by the October 2003,
deadline.

Because they lack the funds, territories have not developed
sequence planning and testing protocols

Neither the Federa Government nor the territorial governments have dlocated funds for
compliance. Four of the five territories entire Medicaid budget is less than $15 million and the
federd match is capped for each of them. Therefore, the territories lack the funding to acquire
the technica resources needed to develop their implementation strategies. One territoria
officid has consdered a basic sequencing strategy that would start with the easiest transaction,
coordination of benefits. However, none of the territories has devel oped any type of
sequencing plan. Furthermore, none of the territories has developed testing plans or
contingency plans, since they do not have resources to guide the implementation process. One
territorid officid sad the contingency plan was “to continue doing business as usud with
compliant and noncompliant trading partners.”
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CONCLUSION

Oneteritory may be in compliance if its legidature alocates funds designated to implement the
HIPAA transaction slandards and code sets. According to territory officids, limited funding
and the lack of technical resources will prevent the remaining four territories from meeting any
of the transaction standards by October 2003.

We will provide additiona technica information, as appropriate, to CMS.
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Appendix

Glossary of Electronic Transaction Standards Terminology

Adminigtrative Smplification: the use of mandated standards for the eectronic exchange of hedlth
care data and specific measures to protect the security and privacy of personaly identifiable hedth care
informetion.

Business Associate: aperson or organization that performs certain business functions on behdf of a
covered entity.

Clearinghouse: an entity that processesinformation recelved from one entity in a nonstandard format
into a standard transaction, or receives a standard transaction and converts it to a nonstandard format
for arecaving entity.

Code Set: thetables of terms, medical concepts, diagnostic codes, or procedure codes and
descriptions used to encode information in a transaction.

Contingency Plan: aplan developed by covered entities to provide an dternative for submitting or
receiving HIPAA electronic transactions after October 2003, in the event that the covered entity’s
system converson fals or isincomplete.

Covered Entity: any hedth plan, hedth care clearinghouse, or a hedth care provider who transmits
any hedth information in dectronic form in connection with a transaction covered by the HIPAA
standards.

EDI Trandator: asoftwaretool for accepting an EDI transmisson and converting the data into
another format, or for converting anon-EDI file into an EDI format for transmission.

Electronic Data I nterchange (EDI): any dectronic exchange of formatted data.

Gap Analysis. an evauation of a covered entity’s system to define the changes to be made, how the
datawill be managed, and what procedures will be implemented to enter and to verify information.

Local Codes. ageneric term for code vaues that are defined for a state or other political subdivision
or specific payer.

Medicaid State Agency: the state agency responsible for overseeing the state' s Medicaid program,
defined as a covered entity under HIPAA.

Small Health Plan: under HIPAA, a hedth plan with annua receipts of $5 million or less.
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Sequencing: aprocess plan developed by a covered entity to implement each of the transaction
gandardsin alogica sequence.

Standard Transactions: the exchange of information between two parties that complies with the
requirements established under HIPAA.

Trading Partner: an externd entity, such as a customer, with whom the covered entity does business.
A trading partner can be so designated for some purposes and considered a business associate for
other purposes.

Trandator: See EDI trandator.

Vendor: software and/or hardware entities that provide HIPAA compliant services, consulting, and/or
products to covered entities. Vendors may be business associates or trading partners.
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